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IMPROVEMENTS ON THE 4-ADIC COMPLEXITY OF A CLASS
OF QUATERNARY SEQUENCES

TING JIANG *® AND FANG-WEI FuU?

Abstract. Yang and Ke proposed a new class of quaternary sequences with low autocorrelation of
period pg by using the inverse Gray mapping and the pair of two generalized cyclotomic sequences
(Cryptography and Communications, vol. 3, pp. 5564, 2011). In this paper, we aim to study and
determine the 4-adic complexity of this class of quaternary sequences, and our results show that the
4-adic complexity of this class of quaternary sequences is quite large, and it can reach the maximum
in particular cases.
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1. INTRODUCTION

In stream cipher, the feedback with carry shift register (FCSR) proposed by Klapper and Goresky [7] is
an important kind of generator to generate nonlinear periodic sequences fast. Quaternary periodic sequences
with low nontrivial autocorrelation have attracted considerable attention and have widely been applied for
communication systems since they can be easily implemented [1, 5, 8, 9].

For a m-ary periodic sequence s over Z,,, the m-adic complexity ®@,,(s) measures the smallest length of the
FCSR which generates the sequence s [10, 12]. It is well-known that a quaternary sequence s can be decoded
with 6®4(s) + 16 consecutive bits in the view of the rational approximation algorithm (RAA) [11, 12]. In order
to avoid safety risks in communication and cryptography systems, it thus demands that the 4-adic complexity
of a safe sequence s with period N should exceed ¥ 516, otherwise this sequence is so insecure that it can be
decrypted by the RAA. In recent ten years, the research results of the 2-adic complexity of binary periodic
sequences are rich [3, 4, 6, 15-20, 25]. To the best of our knowledge, there are few literatures to study the 4-adic
complexity of quaternary periodic sequences [2, 13, 14, 21, 22].

Recently, there are some new constructions of quaternary sequences used the method of the inverse Gray
mapping and two binary period sequences pairs (see [1, 5, 8, 9, 23]). For example, Yang and Ke [23] proposed
a new class of quaternary sequences with low autocorrelation of period pg by using the inverse Gray mapping.
Later, Zhao and Wen studied the linear complexity of this class of quaternary sequences, and their results
showed that the linear complexity of this class of quaternary sequences is large [24]. This paper contributes to
compute the 4-adic complexity of this class of quaternary sequences with low autocorrelation.
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The remainder of this paper is organized as follows. Some concepts and notations are introduced in Section 2.
In Section 3, we give some auxiliary lemmas which are very useful to determine the 4-adic complexity of a class
of quaternary sequences with low autocorrelation of period pq. In Section 4, we give the exact values of 4-adic

complexity of this class of quaternary sequences with low autocorrelation of period pgq, and list some examples
to illustrate our results. Finally, we summarize the paper in Section 5.

2. PRELIMINARIES

In this section, we will introduce some concepts and notations. Throughout this paper, we denote N = pq.
Let p and g be two distinct odd primes. Define

P={p.2p,---(¢-Vp}, Q={g2--(p—1g}
Then a partition of the integer residue class ring Zy modulo N is
Ly =ZyUPUQU{0},
where Z3; denotes the all invertible elements of Zy. Note that Z}; can be also expressed in the following form:

Zy = {e (mod pq) : ged(e,pq) = 1}
={ip+jg(modpqg):1<i<qg—-1,1<j<p-1}

For two integer « and y, ged(z,y) denotes the greatest common divisor of = and y. Denote (5) the Legenbre
symbol, that is

L\ 1, if ¢ = d? for some d € Fy;
p) | —1, otherwise,

where F} denotes all the nonzero elements of finite field [,
Let ¢ be the inverse Gray mapping Zy X Zo — Z4 defined by

¢[0,0] = 0,¢[0,1] = 1,¢[1,1] = 2,4[1,0] = 3.
It is easy to show that
dla, b =2a —a(b—1) — (a — 1), (2.1)

where a, b € {0, 1}. By the inverse Gray mapping, we can build a quaternary sequence from two binary sequences.
Define

u = ¢[x,y] (2.2)

as a quaternary sequence of period n, where x and y are two binary sequences of period n. Here the binary
sequences x and y are called component sequences of u. The components of the sequence u are given as
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where 0 <t < n — 1. Let s = {s(i)}/=, be a quaternary sequence of period n, where s(i) € Zs. The sequence
polynomial of the quaternary sequence s is defined by

S(x) = s(0) + s()a + s(2)z* + - +s(n — 1)z" L,

Definition 2.1. Let s = {s(i)}}'_; be a quaternary sequence of period n, S(4) = Z?:_OI s(i)4%, where s(i) € Zy.
The 4-adic complexity of the quaternary sequence s, denoted by ®4(s), is defined by

4" —1
Pa(s) = log, ( ged(S(4), 4 — 1)) ’

where ged(S(4),4™ — 1) denotes the greatest common divisor of S(4) and 4™ — 1.

For a quaternary periodic sequence s, the smallest length of FCSR, which generates the quaternary sequence
s is |®4(s) + 1], where |z | denotes the greatest integer that is less than or equal to . By the above definition, it
is easily seen that the 4-adic complexity achieves the maximum value log, (4™ — 1) when ged(S(4),4™ — 1) = 1.
It is also clear to observe that we need to determine d = ged(S(4),4™ — 1) in order to compute the 4-adic
complexity of a quaternary sequence of period n.

Definition 2.2. [23, Definition 3.1] Let p and ¢ be two distinct odd primes, and let s; = {s1(i)}?%;" and
so = {s2(1) figl be two binary generalized cyclotomic sequences of period pq defined by

1, ift e P;
sity=40,  ifteQuU{ok (2.3)
@) jp e
2 ? pq’
and
0, if t € P;
so(t) = 11 | e QU{0) (2.4)

|
—
ols I+
—

(E) 3 *
26 ey ez,
The quaternary sequence s = {s(i)}*%;" of period pq is defined by
s = ¢[s1, S2].

3. SOME AUXILIARY LEMMAS

In this section, we will present some auxiliary lemmas in order to determine the 4-adic complexity of the
quaternary sequence defined by Definition 2.2 in the next section.
For the convenience of writing, we denote

and
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Lemma 3.1. Let p and q be two distinct odd primes, and let s be the quaternary sequence of period pq defined
by Definition 2.2, then we have

(40 —1)(4P1 —1) 24P —1)

SW="GZhw-Dn T -1

2 — GpG4 (mod 479 —1).

Proof. By Definition 2.2 and equation (2.1), we have

pg—1
= Z ¢ls1(t), s2(1)] - 4'
= Z¢S1 - ab 4+ Y lsa(t),sa(t)] - 4T+ D @lsa(t), sa(t)] - 4"
tep teQu{0} tezs,
1-(5)() 1-()()
_ t t p q P q t
=D o014+ Y 60,14+ > ¢l SR B
tep teQuU{0} L€y,
K t\ [t
g 2 ()6
t=1 = tEZ* p q
B 4pa — 1 4pa — 1 . t\ (t\
_3'(4” )+(4q r)" 4_2(19)(9'4
tGZ;q tGZ;q
4ra 1 a1\ R
— 9. ip+jq
3 (4p_1 )+(4q Dy
1=1 j=1
q—1p—1
Ty (1P+JQ> <1p+3q . fir+ig
i=1 j=1

4r1 — 1 4p 4P7 — 1 4P7 — 1
=3. -1 -1 —1) =
3 (4P—1 >+(4q_1 +<4p_1 ><4q_1 ) GpGy
(4P7 — 1)(4P7 — 1)  2(4P7 —1)
= 2 — d 477 —1).
(47 —1)(49 — 1) 4r — 1 GpGy (mo )
Hence we complete the proof of this lemma. O

Lemma 3.2. Let the symbols be the same as before, then we have
(i) G, =0 (mod 47 —1);
(1)) Gy =0 (mod 4P —1).
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Proof. (i) By the definition of G}, then we have

(ii) Similarly, we have G, =0 (mod 47 — 1).
From Lemmas 3.1 and 3.2, we have

_ @ronr—1) 24 1) ”
SW =" =y T w1 2 GG (mod 47 -1)

4P —1

q +2¢ —2 (mod 47 —1).

In the above formula, we can apply the following equation.

a1 41
T p (mod 4P —1).

Similarly, we have

4q71+2 49 -1
3 3

47 -1 2

%—Z(modéﬁ—l).

—2 (mod 49 — 1)

Lemma 3.3. Keep the symbols as before, then we have
(i) S(4) =0 (mod 3), if p=3, ¢=1 (mod 3) or p=2 (mod 3), ¢ =2 (mod 3);
(i1) S(4) £ 0 (mod 3), otherwise.

Proof. From Lemma 3.1, we have
(4P9 — 1)(4P2 — 1) = 2(4P7—1)

@_1)@i—1)  w—1
=pg+2(¢g—1) (mod 3).

S(4)

-2 - GpGy (mod 477 — 1)

(3.1)

Ifp=3,¢g=1 (mod 3) or p=2 (mod 3), ¢ =2 (mod 3), then 3 | S(4). Otherwise, then 31 S(4). Hence the

conclusions are proved directly.

Lemma 3.4. Keep the symbols as before.
(i) If¢g=3 orq=1 (mod 3), p# 3 or ¢ =2 (mod 3), p £ 2 (mod 3), then we have

ged(S(4),47 —1) = 1.

(1)) If g=1 (mod 3), p=3 or ¢ =2 (mod 3), p =2 (mod 3), then we have

ged(S(4),47 — 1) = 3.

O
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Proof. 1t is easy to verify that
ged(a + kb, b) = ged(a, b),
where a,b, k € Z, and Z denotes the integer ring. From equation (3.1), we have

4 —1
S4)=q-

+2¢ —2 (mod 47 — 1).

(1) If ¢ = 3, then

4p — 1
ged | g+ 3 +2¢—2,4° — 1) = ged(4,4P — 1) = 1.

(2) If g =1 (mod 3), then

p_

4P — 1
gcd(q- 3 +2q—2,4p—1):gcd( +2q—2,4”—1)

4P — 1 4P — 1
gcd( 3 +2q2,6(q1))gcd( 3 +2q2,3(q1)>

= ged (4p3_1 —(q—1)73(q—1)>~

Furthermore, if p = 3, we have

4P —1
gcd(q- 3 +2q—2,4p—1>:3,

and if p # 3, we have

4P —1
gcd(q' 3 +2q—2,4p—1>:1‘
(3) If ¢ = 2 (mod 3), then

4P —1 24P — 1
gcd(q- 3 +2q—2,4p—1>:gcd<(3)—&-2q—2,4p—1>

4P — 1 4P — 1
3 +q—1,4p—1) :gcd<3+q—1,—3(q—1)>

ged
ged

3 +q—1,3(q—1)>~

(
v

Furthermore, if p = 2 (mod 3), we have

4P —1
gcd(q- 3 +2q—274p—1) =3,
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and if p # 2 (mod 3), we have

4 — 1
gcd(q- 3 +2q—2,4p—1>:1.

Hence we complete the proof of the lemma. O

Lemma 3.5. Keep the symbols as before. Then we have

FICTEEA

Proof. From equation (3.2), we have

— 2 (mod 47 — 1)

49 -1
-2 d .
(1m0 *-2)
q_ a_
ged (5(4),4 3 1> = ged <2,4 3 1) =1.

Lemma 3.6. Let p be an odd prime, then (i) 4% =1 (mod 9) for p = 3;
(ii) 47 # 1 (mod 9) for p > 3.
Proof. (i) It is easy to show that 47 — 1 =43 —1 =63 =0 (mod 9).

(ii) Assume that 4 =1 (mod 9), then p divides the value of the Euler’s totient function ¢(9) = 6. This is a
contradiction. O

Hence,

Lemma 3.7. Keep the symbols as before. If p =3, then
(1) gcd(S(4),9) =9 if and only if ¢ =4 (mod 9);

(i1) ged(S(4),9) = 3 if and only if ¢ = 1,7 (mod 9);
(111) ged(S(4),9) = 1 if and only if ¢ = 2,5,8 (mod 9).

Proof. From Lemma 3.6 and equation (2.4), we have

4P — 1
S(4)=q-

+2¢—2 (mod 47 — 1)
=21g+2(¢g—1) (mod 9).
It then follows that
ged(S(4),9) = ged(21g + 2(g — 1),9) = ged(2¢ + 1, 9).
Thus, it is easy to show that ged(2¢ +1,9) = 9 if and only if ¢ = 4 (mod 9), ged(2¢ + 1,9) = 3 if and only

if ¢ =1,7 (mod 9), and ged(2¢ + 1,9) = 1 if and only if ¢ = 2,5,8 (mod 9). Hence the lemma is completely
proved. O
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4. 4-ADIC COMPLEXITY OF A CLASS OF QUATERNARY SEQUENCES

In this section, we mainly determine the 4-adic complexity of the quaternary sequence s defined by

Definition 2.2.

Denote
3(4P7 — 1) )

d; = ged (5(4)7 m

dy = ged (S(4),47 — 1),

and
q_
ds = ged (5(4)7 1 3 1) .

Conjecture 4.1. Keep the symbols as before, then

341 —1) \
ged (S(4), W‘UW‘U) =1.

Remark 4.2. To the best of our knowledge, it is very hard to determine the greatest common divisor of S(4)

and %. But, by the calculation using the Magma program, we find that the above conjecture is correct.

Based on Conjecture 4.1, we will directly present our main results as below.

Theorem 4.3. If p =3 and ¢ =4 (mod 9), then we have

4ra 1
D,(s) = logy, < 9 ) .

= 2 (mod 3), then we have

Theorem 4.4. If p=3, ¢=1,7 (mod 9) or p=2 (mod 3), ¢q

4pa 1
Py(s) = log, ( 3 ) .

Theorem 4.5. For p and q are not the form as above, then we have

B4 (s) = log, (47 — 1).
Next, we will give the comprehensive proofs of Theorems 4.3—-4.5.

The proofs of Theorems 4.3—4.5:
It is easy to show that the 4-adic complexity of the quaternary sequence s defined by Definition 2.2 is given by

4pa 1
(I)4(S) = 10g4 ( r ) )
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where

st (0D gy )

In what follows, we will mainly determine the value of r. It is easy to verify that

491 1, if ¢ #3;
P _ - ) = 9 )
ged (4 L3 ) {3 if ¢ = 3.

Next we divide into the following two cases to prove the theorems.

Case 1: For ¢ # 3. Since ged (4” -1, 4(151) = 1. We then have ged(ds, ds) = 1. Next, we prove that

ng(dhdg) =1.
Note that

3(4r4 — 1)

@y 20 (md 3)

Assume that g > 3 is an odd prime with p | d;. Since p is a divisor of %, we easily show that p is a
divisor of
3(4P4 — 1) _
S —3(1+4P 4+ 4Dy,
71 (1+4P+---+ )

from which we derive
1447 4. 44P"D7 =0 (mod p).
If 42 =1 (mod p), we have
0=1+47+ .-+ 42D = ¢ (mod p).

This implies that ¢ = p since g > 3 is a odd prime. Together with p | S(4) and p | (47 — 1), then we have
q | ged(S(4),4P — 1). This means that ¢ | 2(¢ — 1) since

q-(47-1)

ged(S(4),4P — 1) = ged ( 3

+2(q1),4p1>.

This is a contradiction.
Similarly, we have

ng(dl,dg) = 1.
It is easy to know that

491 3(4r1 —1)

4P1 1 = (47 —1) 3 (4 —1)(49 —1)
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Hence

ged(S(4), 47 — 1) = ged <S(4), m> ged (S(4),47 — 1)

-ged (5(4), 4(,3_ 1) )

) = 1. Hence we have
1.

The results then follow by Lemmas 3.3-3.5 and 3.7.
Case 2: For ¢ = 3. By Lemma 3.3, we have gcd (

ged(da, ds) =

The remaining proofs are similar to Case 1. O

Remark 4.6. For a quaternary sequence u of period N, it demands that the 4-adic complexity ®4(u) should

exceed Y216 to resist the rational approximation algorithm. The results of Theorems 4.3-4.5 show that the

6
4-adic complexity ®4(s) of the quaternary sequence s defined by Definition 2.2 is larger than pq%lﬁ. Thus the

quaternary sequence s is safe to resist the attack of the rational approximation algorithm effectively.
In the following, we give some examples to illustrate the results of Theorems 4.3-4.5, respectively.

Example 4.7. Let p = 3 and ¢ = 13, then the pair of two generalized cyclotomic sequences is given as

s; = {0,0,0,1,0,0,1,1,0,1,0,0,1,0,1,1,0,1,1,1,0,1,0,1,1,0,0, 1,
1,1,1,1,0,1,1,1,1,1,1}

and

S2 - {1707 0’ 07 07 07 07 1’ 0) 07 07 0’ 0’ 1) 1707 O’ 1’ 0) 1707 O’ 0’ 1707 07 1’ 0’
1,1,0,1,0,0,1,1,0,1,1}.

By the inverse Gray mapping, then we have

s ={1,0,0,3,0,0,3,2,0,3,0,0,3,1,2,3,0,2,3,2,0,3,0,2,3,0, 1,3,
2,2,3,2,0,3,2,2,3,2,2}.

By the Magma program, we obtain that ged(S(4),4” — 1) = 9. Hence the 4-adic complexity of the quaternary
sequence s is
4ra 1
Py(s) = log, (9> :

Example 4.8. Let p =5 and ¢ = 11, then the pair of two generalized cyclotomic sequences is given as
s ={0,0,0,1,0,1,1,0,0,0,1,0,1,0,0,1,0,0,0,1,1,1,0,1,1,1,0,1,0,1, 1,0,
0,0,0,1,0,1,1,1,1,1,1,0,0,1,1,1,1,0,1,1,0,1,1}
and

s» ={1,0,0,1,0,0,1,0,0,0,0,1,1,0,0,0,0,0,0,1,0,1,1,1,1,0,0, 1,0, 1,0,0,
0,1,0,0,0,1,1,1,0,1,1,0,1,0,1,1,1,0,0,1,0,1,1}.
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By the inverse Gray mapping, then we have

s ={1,0,0,2,0,3,2,0,0,0,3,1,2,0,0,3,0,0,0,2,3,2,1,2,2,3,0,2,0,2,3,0,
0,1,0,3,0,2,2,2,3,2,2,0,1,3,2,2,2,0,3,2,0,2,2}.

By the Magma program, we obtain that ged(S(4),4” — 1) = 3. Hence the 4-adic complexity of the quaternary

sequence s is
4P7 — 1
D, (s) = log, ( 3 > .

Example 4.9. Let p =7 and ¢ = 5, then the pair of two generalized cyclotomic sequences is given as

s1 ={0,0,1,0,0,0,1,1,1,0,0,0,0,0,1,0,0,0,1,1,0,1,1,1,1,0,1,0,
1,0,0,1,1,0,1}

and

52 :{17 0’ ]‘5 07 O? 17 ]" O’ 1707 17 0’ O’ 07 07 17 0’ 07 17 17 17 0’ 17 17 17 17 ]" O?
0,0,1,1,1,0,1}.

By the inverse Gray mapping, then we have

s ={1,0,2,0,0,1,2,3,2,0,1,0,0,0,3,1,0,0,2,2,1,3,2,2,2,1,2,0,
3,0,1,2,2,0,2}.

By the Magma program, we obtain that ged(S(4),4? — 1) = 1. Hence the 4-adic complexity of the quaternary
sequence s is

Py(s) = log, (477 —1).

5. CONCLUSION

In this paper, we devote to study the 4-adic complexity of a class of quaternary sequences with low autocor-
relation of period pg that presented in [23]. It turns out that the 4-adic complexity of this class of quaternary
sequences is quite large. As a consequence, this class of quaternary sequences is safe enough to resist the attack
of the rational approximation algorithm.
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